MUNICH MUSIC LABS | PRIVACY POLICY

Privacy Policy
Data Protection Information — Munich Music Labs e. V.

Personal data (usually referred to just as “data” below) will only be processed by us to the extent
necessary and for the purpose of providing a functional and user-friendly website, including its contents,
and the services offered there.

Per Art. 4 No. 1 of Regulation (EU) 2016/679, i.e. the General Data Protection Regulation (hereinafter
referred to as the “GDPR”), “processing” refers to any operation or set of operations such as collection,
recording, organization, structuring, storage, adaptation, alteration, retrieval, consultation, use,
disclosure by transmission, dissemination, or otherwise making available, alignment, or combination,
restriction, erasure, or destruction performed on personal data, whether by automated means or not.

The following privacy policy is intended to inform you in particular about the type, scope, purpose,
duration, and legal basis for the processing of such data either under our own control or in conjunction
with others. We also inform you below about the third-party components we use to optimize our
website and improve the user experience, which may result in said third parties also processing data
they collect and control.

This policy also covers personal data processed for membership, internal communication, collaboration
and administration through Google Workspace and the Al services described below.

Our privacy policy is structured as follows:

¢ |. Information about us as controllers of your data
¢ |l. The rights of users and data subjects
¢ |ll. Information about the data processing

I. Information about us as controllers of your data

The party responsible for this website (the “controller”) for purposes of data protection law is:

Munich Music Labs e. V. c/o Kai Chan Pfarrer-Seeanner StralRe 40a 85748 Garching bei Minchen E-Mail:
management@munichmusiclabs.com

Il. The rights of users and data subjects

With regard to the data processing to be described in more detail below, users and data subjects have
the right to:

¢ confirmation of whether data concerning them is being processed, information about the data
being processed, further information about the nature of the data processing, and copies of the
data (cf. Art. 15 GDPR);

e correct or complete incorrect or incomplete data (cf. Art. 16 GDPR);
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¢ the immediate deletion of data concerning them (cf. Art. 17 GDPR), or, alternatively, if further
processing is necessary as stipulated in Art. 17 para. 3 GDPR, to restrict said processing per Art.
18 GDPR;

e receive copies of the data concerning them and/or provided by them and to have the same
transmitted to other providers/controllers (cf. Art. 20 GDPR);

¢ file complaints with the supervisory authority if they believe that data concerning them is being
processed by the controller in breach of data protection provisions (cf. Art. 77 GDPR).

In addition, the controller is obliged to inform all recipients to whom it discloses data of any such
corrections, deletions, or restrictions placed on processing the same per Art. 16, 17 para. 1, 18 GDPR.
However, this obligation does not apply if such notification is impossible or involves a disproportionate
effort. Nevertheless, users have a right to information about these recipients.

Likewise, under Art. 21 GDPR, users and data subjects have the right to object to the controller’s future
processing of their data pursuant to Art. 6 para. 1 lit. f GDPR. In particular, an objection to data
processing for the purpose of direct advertising is permissible.

lll. Information about the data processing

Your data processed when using our website will be deleted or blocked as soon as the purpose for its
storage ceases to apply, provided the deletion of the same is not in breach of any statutory storage
obligations or unless otherwise stipulated below.

Contact

If you contact us via email or the contact form, the data you provide will be used for the purpose of
processing your request. We must have this data in order to process and answer your inquiry; otherwise,
we will not be able to answer it in full or at all.

The legal basis for this data processing is Art. 6 para. 1 lit. b GDPR.

Your data will be deleted once we have fully answered your inquiry and there is no further legal
obligation to store your data, such as if an order or contract resulted therefrom.

Contact form provided via Notion (embedded)

Our website includes an embedded contact or interest form that is provided via Notion. The service
provider is Notion Labs, Inc., 685 Market St., San Francisco, CA 94105, USA (“Notion”).

When you access the page section that contains the embedded Notion form, your browser establishes a
connection to Notion’s servers. In this context, Notion may process technical usage data (e.g., IP address,
device and browser information, referrer URL, and access time) in order to deliver and display the
embedded content.

If you submit the Notion form, the information you enter will be transmitted to us and processed for the
purpose of handling your request.
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We use Notion as a processor and have concluded a data processing addendum with Notion (Art. 28
GDPR). Notion’s Data Processing Addendum is available here:
https://www.notion.so/Data-Processing-Addendum

Notion may use sub-processors. A current list is provided by Notion:
https://www.notion.so/notion/Notion-s-List-of-Subprocessors

Member administration and internal communication via Notion

We use Notion as an internal platform for communication, collaboration, and the administration of our
association.

In this context, we process in particular data required for membership administration and internal
organisation, such as name, contact details, membership status, role or function within the association,
participation in events, and communication content shared within the association. If applicable, this may
also include data required for contribution management and accounting.

The legal basis for this processing is Art. 6 para. 1 lit. b GDPR, insofar as the processing is necessary for
the initiation, implementation or termination of the membership relationship. If processing is necessary
to comply with legal obligations, the legal basis is Art. 6 para. 1 lit. c GDPR. In addition, processing may
be based on Art. 6 para. 1 lit. f GDPR, insofar as it is necessary for the internal administration and
organisation of the association.

We use Notion as a processor and have concluded a data processing addendum with Notion (Art. 28
GDPR). Notion’s Data Processing Addendum is available here:
https://www.notion.so/Data-Processing-Addendum

Notion may use sub-processors. A current list is provided by Notion:
https://www.notion.so/notion/Notion-s-List-of-Subprocessors

Data transfers to third countries

It cannot be excluded that processing by Notion also takes place in the United States. Notion states that
it has certified under the EU U.S. Data Privacy Framework (including the UK Extension and the Swiss U.S.
Data Privacy Framework). In addition, the Data Processing Addendum incorporates the EU and UK
Standard Contractual Clauses (SCCs) as appropriate safeguards for transfers of personal data to third
countries.

Storage period

We store member and organisational data only for as long as it is necessary for the purposes stated
above. In general, member data is deleted after termination of the membership relationship, unless
further storage is required due to statutory retention obligations or for the establishment, exercise or
defence of legal claims.

Further information on Notion’s processing can be found in Notion’s privacy policy:
https://www.notion.com/trust/privacy-policy
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Notion connectors to Claude and ChatGPT

We may use Notion connectors to connect Notion with Anthropic Claude and OpenAl ChatGPT, including
through MCP connections. Depending on the connected account's permissions, the Al service may
access Notion content, comments, tasks, project information and directory data, including the names
and available email addresses of all workspace members and guests. This access does not provide access
to a person's email mailbox and does not mean that every address is sent with every request.

The purposes, legal bases, recipients, transfers and storage arrangements are described below for the
respective Al service.

Google Workspace

We use Google Workspace for communication, collaboration and administration. For a German billing
address, Google's standard contracting entity is Google Cloud EMEA Limited, 70 Sir John Rogerson's
Quay, Dublin 2, Ireland ("Google"), unless MML's order, invoice or reseller agreement identifies another
entity.

Our use may include any Google Workspace Core Services and Other Services included in our
subscription that MML activates and uses, including Gmail, Calendar, Drive, Docs, Sheets, Slides, Forms,
Sites, Chat, Meet, Tasks, Keep, Contacts, Groups and administration or security functions. Depending on
the service, we may process contact and account data, communications, calendar entries, tasks, files,
collaborative content, meeting data, recordings or transcripts, and technical or security logs.

Processing is based on Art. 6 para. 1 lit. b GDPR where necessary for membership or another contract,
Art. 6 para. 1 lit. c GDPR for legal obligations, and otherwise Art. 6 para. 1 lit. f GDPR for our legitimate
interests in reliable communication and efficient administration.

For Customer Data processed on our behalf, Google acts as a processor under its Cloud Data Processing
Addendum. Google processes certain account, usage and support information separately as described in
its Cloud Privacy Notice and may use sub-processors.

Google and its sub-processors may process data outside the EEA, including in the United States, using
the EU-U.S. Data Privacy Framework and Standard Contractual Clauses where applicable. We retain data
only as long as necessary for the relevant purpose and legal obligations; provider deletion and recovery
periods may also apply.

Anthropic Claude

We use personal Anthropic Claude accounts, such as Claude Free, Pro or Max, for administrative
assistance, including searching and summarising information, preparing texts, organising tasks and using
supported connector functions. For users in the EEA, the data controller is Anthropic Ireland, Limited, 6th
Floor, South Bank House, Barrow Street, Dublin 4, D04 TR29, Ireland ("Anthropic").

Depending on the task and permissions, Anthropic may receive names, email addresses, workspace
identifiers, roles, membership or project information, communications, documents, prompts and
generated responses. Notion data may include the names and available email addresses of workspace
members and guests.
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Processing is based on Art. 6 para. 1 lit. f GDPR for our legitimate interests in efficient administration and
coordination, or Art. 6 para. 1 lit. b GDPR where necessary for membership or another contract. We limit
access to what is necessary and do not make solely automated decisions with legal or similarly significant
effects.

These accounts are governed by Anthropic's Consumer Terms and Privacy Policy. Anthropic may use
content to improve Claude depending on the account holder's settings, safety review or express opt-in.
We use connector or action functions only where Anthropic makes them available for the personal
account.

Anthropic may process data outside the EEA, including in the United States, using the safeguards
described in its Privacy Policy. We retain content only as long as necessary. Deleted chats are generally
removed from Anthropic's back-end systems within 30 days, subject to stated exceptions; longer periods
may apply to model improvement, safety, legal requirements or feedback. Further information is
available in Anthropic's Consumer Terms, Privacy Policy and model-training information.

ChatGPT

We use personal OpenAl ChatGPT accounts, such as ChatGPT Free, Go, Plus or Pro, for administrative,
organisational and technical assistance, including preparing texts or code, organising tasks and using
supported connector functions. In the EEA, the provider is OpenAl Ireland Limited, 1st Floor, Liffey Trust
Centre, 117-126 Sheriff Street Upper, Dublin 1, D01 YC43, Ireland ("OpenAl").

Depending on the task and permissions, OpenAl may receive names, email addresses, workspace
identifiers, roles, membership or project information, communications, files, source code, prompts, tool
results and generated responses. Notion data may include page or database content and the names and
available email addresses of workspace members and guests.

Processing is based on Art. 6 para. 1 lit. f GDPR for our legitimate interests in efficient administration,
coordination and technical work, or Art. 6 para. 1 lit. b GDPR where necessary for membership or
another contract. We limit access to what is necessary and do not make solely automated decisions with
legal or similarly significant effects.

These accounts are governed by OpenAl's consumer Terms of Use and Privacy Policy. OpenAl may use
ChatGPT content to improve its models unless the account holder disables the relevant setting or
another product rule applies. We use connector functions only where OpenAl makes them available for
the personal account.

OpenAl and its service providers may process data outside the EEA, including in the United States, using
the safeguards described in its Privacy Policy. We retain content only as long as necessary. ChatGPT
conversations generally remain until deleted and are then scheduled for deletion within 30 days, subject
to stated exceptions. Disconnecting Notion does not delete content already stored by ChatGPT. Further
information is available in OpenAl's Terms of Use, Privacy Policy and model-training information.

Server data

Our website is hosted on Netlify. The service provider is Netlify, Inc., 101 2nd Street, San Francisco, CA
94105, USA.
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For technical reasons, the following data sent by your internet browser will be collected, especially to
ensure a secure and stable website. These server log files record the type and version of your browser,
operating system, the website from which you came (referrer URL), the webpages visited on our site, the
date and time of your visit, as well as the IP address from which you visited our site.

The data thus collected will be temporarily stored, but not in association with any other of your data.

The legal basis for storing the data is Art. 6 para. 1 lit. f GDPR. Our legitimate interest lies in the
improvement, stability, functionality, and security of our website.

We have concluded a data processing agreement with Netlify pursuant to Art. 28 GDPR. The Netlify Data
Processing Agreement is available here: https://www.netlify.com/pdf/netlify-dpa.pdf

Netlify may use sub-processors. A current list is provided by Netlify:
https://www.netlify.com/legal/subprocessors/

The data will be deleted once it is no longer required for the purposes stated above. Server log data is
generally processed and stored only for as long as necessary for security and troubleshooting. Where
storage and processing takes place at Netlify, deletion takes place in accordance with the capabilities of
the service and Netlify’s deletion policies and procedures. In the event of a security incident, data may
be retained longer until the incident has been fully clarified and resolved.

Data transfers to third countries

Netlify and its sub-processors may process data outside the European Economic Area. Netlify states that
restricted transfers take place on the basis of the EU US Data Privacy Framework and, if that mechanism
is not available, on the basis of the EU Standard Contract Clauses as described in its data processing
agreement.

Web fonts (locally hosted)

Our website uses the “Plus Jakarta Sans” and “Oswald” web fonts to display text in a uniform manner.
These fonts are hosted locally: the font files are delivered directly from our own web server together
with the rest of the website.

No connection to servers of Google or any other third-party font provider is established when you visit
our website, and no personal data is transmitted to third parties for the purpose of displaying fonts.

Instagram

To advertise our products and services and communicate with interested parties and customers, we have
a presence on Instagram.

On this social media platform, we are jointly responsible with Meta Platforms Ireland Limited, 4 Grand
Canal Square, Dublin 2, Ireland.

The data protection officer of Instagram can be reached via this contact form:
https://www.facebook.com/help/contact/540977946302970
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We have defined the joint responsibility in an agreement regarding the respective obligations within the
meaning of the GDPR. This agreement, which sets out the reciprocal obligations, is available at the
following link: https://www.facebook.com/legal/terms/page controller_addendum

The legal basis for the processing of the resulting and subsequently disclosed personal data is Art. 6 para.
1 lit. f GDPR. Our legitimate interest lies in the analysis, communication, sales, and promotion of our
products and services.

The legal basis may also be your consent per Art. 6 para. 1 lit. a GDPR granted to the platform operator.
Per Art. 7 para. 3 GDPR, you may revoke this consent with the platform operator at any time with future
effect.

When accessing our online presence on Instagram, Meta Platforms Ireland Limited, as the operator of
the platform in the EU, will process your data (e.g., personal information, IP address, etc.).

This user data is used for statistical analysis of our company’s presence on Instagram. Meta Platforms
Ireland Limited uses this data for market research, advertising, and user profiling. Based on these
profiles, Meta Platforms Ireland Limited can provide advertising both within and outside of Instagram
based on your interests. If you are logged into Instagram at the time you access our site, Meta Platforms
Ireland Limited will also link this data to your user account.

If you contact us via Instagram, the personal data you provide will be used to process your request. We
will delete this data once we have fully responded to your query, unless there are legal obligations to
retain the data, such as for subsequent contract fulfillment.

Meta Platforms Ireland Limited might also set cookies when processing your data.

If you do not agree to this processing, you have the option of preventing the installation of cookies by
making the appropriate settings in your browser. Cookies that have already been saved can be deleted at
any time. The instructions to do this depend on the browser and system being used. For Flash cookies,
the processing cannot be prevented by your browser settings; instead, it can be prevented by making the
appropriate settings in your Flash player. If you prevent or restrict the installation of cookies, not all
Instagram functions may be fully usable.

Details on the processing activities, their suppression, and the deletion of the data processed by
Instagram can be found in its privacy policy: https://help.instagram.com/519522125107875

It cannot be excluded that the processing by Meta Platforms Ireland Limited will also take place in the
United States by Meta Platforms, Inc., 1601 Willow Road, Menlo Park, California 94025.

LinkedlIn

We maintain an online presence on LinkedIn to present our company and our services and to
communicate with customers/prospects. LinkedIn is a service of LinkedIn Ireland Unlimited Company,
Wilton Plaza, Wilton Place, Dublin 2, Ireland, a subsidiary of LinkedIn Corporation, 1000 W. Maude
Avenue, Sunnyvale, CA 94085, USA.

We would like to point out that this may result in user data being processed outside the European Union,
particularly in the United States. This may increase risks for users that, for example, may make
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subsequent access to the user data more difficult. We also do not have access to this user data. Access is
only available to LinkedIn.

The LinkedIn privacy policy can be found here: https://www.linkedin.com/legal/privacy-policy

General linking to third-party profiles

The legal basis for this is Article 6 para. 1 lit. f GDPR. The legitimate interest of the provider is to improve
the quality of use of the website.

The plugins are integrated via a linked graphic. The user is only forwarded to the service of the respective
social media by clicking on the corresponding graphic.

After the customer has been forwarded, information about the user is recorded by the respective social
media. This is initially data such as IP address, date, time and page visited. If the user is logged into
his/her user account of the respective social media at the same time, the social media operator can, if
required, assign the information collected from the user’s specific visit to the user’s personal account. If
the user interacts via a “Share” button of the respective social media, this information can be stored in
the user’s personal user account and, if required, be published.

If the user wants to prevent the collected information from being directly assigned to their user account,
they must log out before clicking on the graphic. It is also possible to configure the respective user
account accordingly.

The following social media are linked by the provider:

¢ Instagram: Meta Platforms Ireland Limited, 4 Grand Canal Square, Dublin 2, Ireland. Privacy
Policy: https://help.instagram.com/519522125107875

¢ LinkedIn: LinkedIn Ireland Unlimited Company, Wilton Plaza, Wilton Place, Dublin 2, Ireland, a
subsidiary of LinkedIn Corporation, 1000 W. Maude Avenue, Sunnyvale, CA 94085 USA. Privacy
Policy: https://www.linkedin.com/legal/privacy-policy

Changes to this privacy policy

We reserve the right to adapt this privacy policy to ensure that it always complies with current legal
requirements or to implement changes to our services. The new privacy policy will then apply to your
next visit.

Last updated: 09/2026
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